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Know your online rights
SH

UT
TE

RS
TO

CK
 · 

©
TH

E 
W

EE
K 

JU
N

IO
R,

 D
EN

N
IS

 P
UB

LI
SH

IN
G

. A
LL

 R
IG

HT
S 

RE
SE

RV
ED

.

Learn how to take control when you use 
the internet.
You probably can’t imagine life 

without the internet. Around one 
third of people who use it are below the 
age of 18, and children aged between 
five and 16 spend six hours or more 
a day online – playing games, being 
creative, posting pictures and videos, 
exchanging messages and much more. 
The internet is sociable too – apps such 
as Snapchat, Instagram and WhatsApp 
allow you to stay in touch with your 

friends when you’re not at school. 
However, according to a recent report, 
many young people don’t understand 
what their rights are when they’re 
online, and often don’t realise how 
much personal information they are 
giving away. The report, called Growing 
Up Digital, says that more should be 
done to make sure children use the 
internet safely, responsibly and with 
respect for others. 

l Don’t share anything you wouldn’t 
want your grandparents to see. 

l Never share personal information, 
pictures or videos with people you 
don’t know. 

l Avoid opening emails from 
unknown senders and make sure 
you never click on a link within an 
email, unless it is from someone 
you know and trust. Don't give your 
email address to strangers. 

l Protect your emails, social media 
accounts and your life online by 
using passwords to stop others 
accessing your private information.

l All social media apps have privacy 
settings that allow you to control 
who sees your posts. Use these to 
ensure only people you know and 
trust are able to see your posts. 

l If you see something online that 
upsets you, talk to an adult.

Protect your privacy and stay safe The right to digital literacy

The report commissioned by the 
Children’s Commissioner for 

England, Anne Longfield, is a year-
long study inspired by the 5Rights 
campaign. The 5Rights campaign is 
a campaign group working to make 
sure children understand their rights 
online. In her report, Longfield found 
that although children do have rights 
online, it is not always clear what 
they are. This is partly because the 
rules – or terms and conditions (Ts&Cs) 
– insisted on by companies such as 
Facebook and Instagram are hard to 
understand. People have to “accept” 
these rules before they can use the 
app. Instagram’s Ts&Cs, for example, 
are around 17 pages long and quite 
complicated. For example, one of the 
conditions reads: “You must not create 
accounts with the Service through 
unauthorized means, including but 
not limited to, by using an automated 

device, script, bot, spider, crawler or 
scraper.” In plain English, that means 
you are not allowed to create fake 
accounts for the purpose of increasing 
the number of friends you have.

Longfield wants schools to 
introduce lessons for all children 
aged four to 14 that teach children 
about the internet and help them 
understand their online rights. She 
also wants a digital ombudsman – a 
person in charge of complaints – to 
personally help children make sure 
that upsetting or inappropriate 
content can be removed. 

The report

One third of people who use 
the internet are under 18.

Rights are basic freedoms covering 
everyone in the UK, including you, such 
as the right to express your thoughts 
and to choose whether to follow a 
religion or not. Children have specific 
rights as well, like the right to an 
education. Many people, like the 
5Rights campaigners, believe that 
children’s rights online are not as clear 
as they are in the real world. They 
believe that the internet needs to be 
designed with children in mind. 

What are my rights?
You can learn, communicate, 
play and explore on the 
internet. However, the 5Rights 
campaigners believe that you 
shouldn’t just know how to 
use the internet, you should 
also learn the language of the 
internet. Digital literacy means 
having the knowledge not 
only to use websites, apps and 
games, but also to learn how 
to create them. 

SAFER INTERNET DAY7 February is Safer Internet 

Day. Commissioner Longfield 

and the BBC have teamed up 

to bring you lots of resources 

about staying safe online. 
These resources will 

be on the BBC website. 

 

Many companies 
create games, 
apps and 
websites that 
encourage 
children to 
stay online. 
This might mean 
that they miss meals 
or lose sleep. It should be the 
companies’ responsibility to 
make sure children can switch 
off when they need to.

The right to know
 

This is the right 
to know how 
your personal 
information 
is being used: 
for example, 
whether it is 
being shared 
with, or sold to other 
companies. At the moment, 
children often unknowingly 
allow the content they post 
online to be sold around the 
world – by clicking “I accept the 
term the conditions” without 
fully understanding what they 
are agreeing to. 

The right to informed 
and conscious use

The right to safety 
and support

Some posts, 
particularly 

ones that 
might 
feel like 

bullying, 
should be 

taken down. 
At the moment, 

people can report posts that are 
hurtful but some social media 
sites don’t take the posts down 
when they are asked to. The 
report says there should be a 
digital ombudsman who could 
act on behalf of children and 
make social media websites 
remove inappropriate or 
upsetting content. 

The right to remove
This is the right 

to remove 
any post, 
photo or 
comment 
easily. 

Everyone 
should have 

the right to remove 
content that they feel is 
embarrassing or upsetting. 

ONLINE 

POPULATION 

There are almost 1.8 

billion active users on 

Facebook. This means 

that there are more 

people on Facebook 

than live in 

China.  

Five easy-to-understand online rights:

Lots of children 
use the internet 

every day.

AGE 
LIMIT

You must be aged 

13 or over to use many 

social apps, including 

Facebook, Twitter, 

Snapchat and 

Instagram. 
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